Protocols 


NETWORKING CONCEPTS CHEATSHEET 


IPv4 classes 


IPv6 addresses 


TCP: Transmission Control Protocol 


Stream protocol used for reliable communication over 
the Internet, requiring a three-way handshake and 
providing error correction. 


UDP: User Datagram Protocol 


Connection-less protocol providing unreliable connec- 
tions where speed is preferable to integrity, suitable 
for real-time applications like VoIP and streaming 
video. 


ICMP: Internet Control Message Protocol 


Used for networking management and diagnostics be- 
tween devices and routers such as sending error mes- 
sages, echo requests and traceroute. 


OSI Model 

Application (Email client, browser, chat) .......... 7 
Presentation (HTML, JPG, XML) ................. 6 
Session (HTTP, FTP, SMTP)...............-.00005 5 
Transport (TCP, UDP, ICMP)...................... 4 
Network (IPv4, IPv6, IPX)........... 0 cece eee eee 3 
Data (MAC, PPP, SLIP)................ cee e eee ee 2 
Physical (Ethernet, Fiber, ADSL).................. 1 


Common ports 


PP ak ccsia dv Sha hia anh ghana th atten ich atdta ava edianl 21..TCP 
DO characte Wiis ite watad de vneediea Gaieadaes 22..TCP 
i=) (b=) oe ree 23..TCP 
OME cites Sa dst dadaerds Fa asavaa a datas a Bete 25..TCP 
DNS: sihstileds dct he a daleu dentate tea eeteans 53..UDP 
APU extenacnaedatiawin tena lancet neta 69..UDP 
VET sic. ar eectg esac ave, dua case vo Ai ngesteae ah gataunes ae Sonne 80..TCP 
POP Seti divcedea cide diediard cide tedediandcta dite averd toa dnanasdd 110..TCP 
NUP. sisicteascdedeeauiae deen aia at aucanees 123..UDP 
WMAP tices edcscctacecnn 5 Sate acting cad Bie aden bgaeaaedee dee 143..TCP 


GClASS: Ai ccsdts bait Sie teat dala oh neds 10.0.0.0/8 
ClaSS Black id nesdi oe cada aati a 172.16.0.0/12 
ClaSS ©) o.ctik cna aaie's candies amet dann 192.168.0.0/16 


Class A .............0.... 1.0.0.0 - 127.255.255.255 
ClassB ................ 128.0.0.0 - 191.255.255.255 
Class C ...........0.... 192.0.0.0 - 223.255.255.255 
Class D ................ 224.0.0.0 - 239.255.255.255 
ClaSS.E ice iiaaiera ious 240.0.0.0 - 255.255.255.255 


Cat) ci vaten ci setekaiwneniwies toa Phone (no data) 
1O7- |S eee eee gre eee ee ee 10Mbps 
CatS ee ie eeeeieied clawed os ares epee 100Mbps 
Cade ic. csecamanedanmonesadasnesadgeneaneas 1Gbps 
CatiG: 2. iintads datiecetobamctd ohdecdiabdonadd 10Gbps 


Cable connectors 


Protocol Connector 


Ethernet RJ45 


ow 
Ethernet BNC Ge 
Fiber FDDI = 
Fiber SC Ss 
Fiber SMA Fd 
Fiber ST i= 
Serial Sub-D 


DNS record types 


PG cist tse sehen deus easiea kde Gussie dev eens te dee IPv4 address 
BARA. iaviciacctsstinian tates ea teehee en IPv6 address 
CNAME ............ 0. ccc cece eee eee ee Alias name 
MIX cetesincahs cage vate wamian kde oaleaitedaadans Mail server 
NS? bas jacdusiaiuate ia dun Seva snn Seve aneed Name server 
PUR acd 0004 cdwddidddeddinddles dbacdes Pointer record 
UXT ccs cveeesateuei vases dace as dden Text comment 


DNS query example 


$ nslookup -query=MX google.com 


General format 


bits 48 or more 16 or less 64 


field routing prefix sub-net _ interface 

Address ranges 

PV ZO a etactceaatid att al den gi a downoad ti atees Reserved 
Sob O's piadeg teh dedsactohsteend § deed ddhacn deh doen ds Default route 
SAIV2B cpdsa vane bended san venkeenaeedeten Loopback 
TEGO/1O! wc anata oA Qaadawhadeet oe edads onde Link-local 
TOOOHIT sa scciwcaae detadaatedaamar omens « Unique-local 
TOOZIS: es eec eek ans ag ehdadegew date auce ehaiet Multicast 
Sttit:0:0/96 vis iaiawenianiseeiess vegies IPv4-mapped 
2001::/32 2. occ Toredo tunneling 
2O00TDSI/32 sii vinaneiseieiaeealenienaia Examples 
01002164. fi eeGrca tania ee Riau ae GG ta Reade oes Null 


Network configuration 


Linux 


$ ifconfig ethO 192.168.0.2 netmask 255.255.255.0 
up 

$ route add default gw 192.168.0.1 eth0 

$ echo "nameserver 8.8.8.8" > /etc/resolv.conf 


Windows 


> netsh interface ipv4 set address name=2 
source=static address=192.168.0.2 
mask=255.255.255.0 gateway=192.168.0.1 

> netsh interface ipv4 add dnsserver name=2 


address=8.8.8.8 


Contact details 


AUTNOP cc i enatinae det dare deere a Patrick Lambert 
Emall 2ci0cesaeedees aed vena acess dendory@live.ca 
Web site ..........2.-.eee en eee http: //dendory .net 


Images from Wikipedia. 


